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This guide is intended for the purpose of building up a common RDP server, it is not for use in other advanced purposes.
Please follow this guide to set up a Session Host and/or Virtual Host server properly. The configurations might vary in different Windows server OS versions.
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[bookmark: _Toc505874196]Add Roles (Remote Desktop Session Host) 
Launch “Server Manager”
Click “Add roles and features”
[image: ]
Click “Next”
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Click “Role-based or feature-based installation”
Click “Next”
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Click “Select a server from the server pool”
Click “Next”
[image: ]

Expand “Remote Desktop Services”
Check “Remote Desktop Session Host”
Click “Next”
Click “Install”
Note: Once you click “Install” the system will initiate the “Role and Feature” installation process. Please reboot the system once the status shows installation successful.
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Launch “Server Manager” to verify the “Remote Desktop Session Host” is installed successfully
[image: ][image: ][image: ]
[bookmark: _Toc505874197]Configure Remote User Authentication in “Control Panel”
Configure “Remote settings”
Go to “Control Panel \ System and Security \ System”
Click “Remote settings”
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Click the “Remote” tab
Select “Allow remote connections to this computer”
Uncheck “Allow connections only from computers running Remote Desktop with Network Level Authentication (Recommended)”
Note: This will allow the user remote access to the host without entering a user name and password in the client connection settings.
Click “Select Users…”
[image: ]

Click “Add”
Click “Advanced...”
[image: ][image: ]
Click “Find Now”
Select users to assign who has permission to remote access this pc
Click “OK”
Note: Choose “Everyone” to require all existing users to obtain remote access authority from the host.
[image: ][image: ]

Click “OK” in the Select Users dialog
Click “OK” in the Remote Desktop Users dialog
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[bookmark: _Toc505874198]Configure the “Windows Firewall” in the “Control Panel”
Go to path “Control Panel\System and Security\Windows Firewall”
Click “Allow an app or feature through Windows Firewall”
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Select “Remote Desktop” and choose: “Domain”, “Private”, “Public”
Select “Remote Desktop Services” and choose: “Domain”, “Private”, “Public”
Select “Remote Desktop Virtualization Host Agent” and choose: “Domain”, “Private”, “Public” if user have install the Virtualization Host service. 
[image: ]

[bookmark: _Toc505874199]Group policy setting for system optimization
The following is a list of policy changes required to lower CPU utilization while maintaining the RDS session video and audio quality on a Windows Server OS. 

Launch the group policy editor “gpeditmsc” as an administrator on the Windows Server. Below are suggestions for getting better performance between the Session Host or Virtual Host and the RDP client, some policy settings are required (i.e. any about the RemoteFX setting needs to be enabled). Please refer to the text in red below to enable or disable the required policy settings.

Launch the Local Group Policy Editor
Press the Windows key [image: 「windows key logo」的圖片搜尋結果] + R.
Enter “gpedit.msc”
Click “OK” to launch 
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Enable “Allow RDP redirection of other supported RemoteFX USB devices from this computer”
Expand the path “Computer configuration >> Administrative templates >> Windows components >> Remote Desktop Services >> Remote Desktop Connection Clients >> RemoteFX USB Device Redirection”
Double click “Allow RDP redirection of other supported RemoteFX USB devices from this computer”
Select “Enabled”
[image: ]
[image: E:\Allow RDP redirection of other supported RemoteFX USB devices from this computer.bmp]





Enable “Allow audio and video playback redirection”
Expand the path “Computer configuration >> Administrative templates >> Windows components >> Remote Desktop Services >> Remote Desktop Session host >> Device and Resource Redirection”
Double click “Allow audio and video playback redirection”
Select “Enabled”
[image: E:\Allow audio and video playback redirection1.bmp]
[image: E:\Allow audio and video playback redirection2.bmp]




Enable “Configure RemoteFX”
Expand the path “Computer configuration >> Administrative templates >> Windows components >> Remote Desktop Services >> Remote Desktop Session host >> Remote Session Environment >> RemoteFX for Windows Server 2008R2”
Double click “Configure RemoteFX”
Select “Enabled”
[image: ]
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Enable and set “Optimize visual experience when using Remote FX”
Expand the path “Computer configuration >> Administrative templates >> Windows components >> Remote Desktop Services >> Remote Desktop Session host >> Remote Session Environment >> RemoteFX for Windows Server 2008R2”
Double click “Optimize visual experience when using Remote FX”
Select “Enabled”
[image: ]
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Enable and set “Optimize visual experience for Remote Desktop Service Sessions”
Expand the path “Computer configuration >> Administrative templates >> Windows components >> Remote Desktop Services >> Remote Desktop Session host >> Remote Session Environment >> RemoteFX for Windows Server 2008R2”
Double click “Optimize visual experience for Remote Desktop Service Sessions”
Select “Enabled”
Set “Visual experience” to “Rich Multimedia”
[image: ]
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Enable “Limit maximum color depth”.
Expand the path “Computer configuration >> Administrative templates >> Windows components >> Remote Desktop Services >> Remote Desktop Session host >> Remote Session Environment”
Double click “Limit maximum color depth”
Select “Enabled”
Set “Color Depth” to “32 bit” or “Client Compatible”
[image: E:\Limit maximum color depth1.bmp]
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Enable “Enable RemoteFX encoding for RemoteFX clients designed for Windows Server2008R2 SP1”
Expand the path “Computer configuration >> Administrative templates >> Windows components >> Remote Desktop Services >> Remote Desktop Session host >> Remote Session Environment”
Double click “Enable RemoteFX encoding for RemoteFX clients designed for Windows Server2008R2 SP1”
Select “Enabled”
[image: E:\Limit maximum color depth2.bmp]
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Enable “Use the hardware default graphics adapter for all Remote Desktop Services sessions”
Expand the path “Computer configuration >> Administrative templates >> Windows components >> Remote Desktop Services >> Remote Desktop Session host >> Remote Session Environment”
Double click “Use the hardware default graphics adapter for all Remote Desktop Services sessions”
Select “Enabled”
Note: Enabling this policy might affect your remote connections. Disabling or enabling this policy will decide the connection decoded by the CPU or GPU. 
[image: E:\Limit maximum color depth3.bmp]
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Enable “Configure compression for RemoteFX data”
Expand the path “Computer configuration >> Administrative templates >> Windows components >> Remote Desktop Services >> Remote Desktop Session host >> Remote Session Environment”
Double click “Configure compression for RemoteFX data”.
.Select “Enabled”
Set RDP compression algorithm to “Do not use an RDP compression algorithm”
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Enable “Configure RemoteFX Adaptive Graphics”
Expand the path “Computer configuration >> Administrative templates >> Windows components >> Remote Desktop Services >> Remote Desktop Session host >> Remote Session Environment”
Double click “Configure RemoteFX Adaptive Graphics”.
.Select “Enabled”
Set RDP Experience to “Optimize for server scalability”
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Enable the policy “Require use specific security layer for remote (RDP) connections”
Expand the path “Computer configuration >> Administrative templates >> Windows components >> Remote Desktop Services >> Remote Desktop Session host >> Security”
Double click “Require use specific security layer for remote (RDP) connections”.
Select “Enabled”
Set the “Security Layer” to “Negotiate”
[image: ]
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[bookmark: _Toc505874200]Reboot the system
Reboot the system to complete the Remote Desktop configuration and to be able to allow the client remote access 
Page 1
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[ RSS Feeds.
7 Security Center

Setting
[ RemoteFX for Windows Server 2008 R2
imit maximum color depth
Enforce Removal of Remote Desktop Wallpaper
imit maximum display resolution
Limit number of monitors
Remove "Disconnect" option from Shut Down dialog
Remove Windows Security item from Start menu
Use advanced RemoteFX graphics for RemoteApp
Configure compression for RemoteFX data.
Configure image quality for RemoteFX Adaptive Graphics

Enable RemoteFX encoding for RemoteFX clients designed f..

Configure RemoteFX Adaptive Graphics
Start a program on connection

Always show desktop on connection

Allow desktop composition for remote desktop sessions
Do not allow font smoothing

State

Enabled
Not configured
Not configured
Not configured
Not configured
Not configured
Enabled
Enabled
Enabled
Enabled
Enabled
Not configured
Not configured
Enabled
Not configured
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[} Use the hardware default graphics adapter for all Remote Desktop Services sessions

Brevious Setting.

Not Configured ~ Comment:

Enabled

Disabled

‘At least Windows Server 2012 R2 with RDSH role installed.

Help:

“This policy setting enables system administrators to change the
‘graphics rendering for all Remote Desktop Services sessions on a
Remote Desktop Session Host (RD Session Host) server.

If you enable this policy setfing, all Remote Desktop Services
sessions on the RD Session Host server use the hardware graphics
renderer instead of the Microsoft Basic Render Driver as the
default adapter.

If you disable or do not configure this policy setting, all Remote.
Desktop Services sessions on the RD Session Host server use the.
Microsoft Basic Render Driver as the default adapter.

NOTE: The policy setting affects only the defauit graphics
processing unit (GPU) on a computer with more than one GPU.
installed. Al additional GPUs are considered secondary adapters
and used as hardware renderers. The GPU configuration of the
local session is not affected by this policy setting.
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& Configure compression for RemoteFX data

[} Configure compression for RemoteFX data

Brevious Setting | | Next Setting

O Not Gonfigured  Comment:
@ Enabled
O Disabled

SupPOrted o1 ["At lesst Windows Vita with Sevice Pack |

Options:

Help:

RDP compression algorithm:

Do not use an RDP compression algorithm

This policy setting allows you to specify which Remote Desktop
Protocol (RDP) compreksion algorithm to use.

By defoult, servers use an RDP compression algorithm that is
based on the server's hardware configuration.

If you enable this policy setting. you can specify which ROP.
‘compression algorithm to use. I you select the algorithm that is
ized to use less memory, this option is less memory-

tensive, but uses more network bandwidth. I you select the
algorithm that s optimized to use less network bandwidth, this
option uses less network bandiwidth, but is more memory-
intensive. Additionally,  thid option is available that balances
memory usage and network bandwidth. In Windows 8 only the
‘compression algorithm that balances memory usage and
bandwidth is used.

You can also choose not to use an RDP compression algorithm.
Choosing not to use an RDP compression algorithm will use
more network bandwidth and is only recommended if you are
using a hardware device that is designed to optimize network.
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&9 Configure RemoteFX Adaptive Graphics

[} Configure RemoteFX Adaptive Graphics

Brevious Setting | | Next Setting

O Not Configureg ~ Comment:
@ Enabled.
O Disabled
Supported oni: ('t least Windows Server 2012, Windows 8 or Windows RT
Options: Help:
RDP experience: This polcy setting allows the administrator to configure the
RemotePX experience for Remote Desktop Session Host or
Optimize for server scalabilty Remote Desktop Virtualzation Host servers By default, the

system will choose the best experience based on available
nework bandwidth.

If you enable this policy setting, the RemoteFX experience could
be set to one of the following options:

1. Let the system choose the experience for the network
condition

If you disable o do not configure this policy setting, the
RemoteFX experience will change dynamically based on the

oK Cancel
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(] Online Assistance
1 Password Synchronization
1 Portable Operating System
] Presentation Settings
4 71 Remote Desktop Services
] RD Licensing
4 (71 Remote Desktop Connection Clent
(] RemoteFX USB Device Redirection
4 [ Remote Desktop Session Host
] Application Compatibilty
[ Connections.
(] Device and Resource Redirection
1 Licensing
(5] Printer Redirection
(5] Profiles
[ RD Connection Broker
4 (71 Remote Session Environment

RemoteFX for Windows Server 2008 R2
[ Security
Seswion Time Limits

1 Temporary folders
[ RSS Feeds.

7 Security Center

(7] Server for NIS

Server authentication certficate template:
Set client connection encryption level

Always prompt for password upon connection
Require secure RPC communication

State
Not configured
Not configured
Not configured

Require use of specific security layer for remote (RDP) connections.

Not configured
Enbled

Do not allow local administrators to customize permissions

Require user authentication for remote connections by using Network Level Authent...

Not configured
Not configured
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[} Require use of specific securiy layer for remote (RDP) connections

Not Configured ~ Comment:

Enabled

Disabled

‘Atleast Windows Vista

Options:

Help:

Security Layer [SSL(TLS10) v
Negotiate
RDP

(1Ls

Choose the sect

“This policy setting specifies whether to requi
specific security layer to secure communications between clients
and RD Session Host servers during Remote Desktop Protocol
(RDP) connections.

If you enable this policy setting, all communications between
clients and RD Session Host servers during remote connections
must use the security method specified in this setting. The
following security methods are available:

* Negotiate: The Negofiate method enforces the most secure
method that is supported by the clent, f Transport Layer
Securiy (TLS) version 1.0is supported, it is used to authenticate
the RD Session Host servr. 1 TLS s not supported, native
Remote Desktop Protocol (RDP) encryption i used to secure:
‘communicstions, but the RD Session Host server is ot
authenticated.

*~RDP: The RDP method uses native RDP encryption to secure
‘communications between the client and RD Session Host server.
If you select this setting, the RD Session Host serveris not
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